
VENDOR CALL PROCEDURE 
Last updated on January 24th2014

This document is a checklist of tasks to be performed and coordinated between the Service 
Manager, the SysAdmin and the vendor to intervene on a machine. 

For a general overview, please check the workflow diagram at the end of this document. 

Note that if you need to connect to the system, you can connect to one of the lxvoadm
servers using ssh. CERN tools are available for this, please read the dedicated documentation. 

1. NON DISRUPTIVE INTERVENTION 

This is the case if the server is already halted/down or if the intervention is not disruptive to 
the service. The intervention can be performed whenever the vendor wants (respecting the time 
intervention limits set in the contract). 

 For non critical machine:  

If the server is ready for the intervention (running but drained or halted or hardware 
problem is such that the service cannot run properly) then the vendor can organize the 
repair at his convenience. 

If, for any reason, the machine is not halted and the vendor intervention is disruptive, 
then the SysAdmin must be contacted beforehand. 

 Critical machine: 

The server continues to run production during the intervention, the vendor cannot stop 
it. If the problem is more serious than expected and a shutdown is necessary:  

- If the shutdown can be delayed without affecting production, the vendor should ask 
the SysAdmin for another intervention time (case 2 below). 

- If the shutdown cannot be delayed, the vendor must contact the SysAdmin in charge 
of the ticket to find an agreement. 

2. DISRUPTIVE INTERVENTION 

If, at the logs analysis, the vendor thinks that a disruptive intervention is necessary, he should 
ask the SysAdmin for a shutdown by replying to the intervention request via email.  
He should also specify  

- the reason for the shutdown request 
- an expected duration time for the intervention 
- at least two possible dates/time for the intervention (within the contractual obligations) 

Please beware that the SysAdmin has to agree with the service manager before giving the 
vendor the green light for the intervention. This can take some time but contractual repair delays 
stop running during this process.  

No disruptive intervention should occur without prior green light from the SysAdmin. 



3. THE INTERVENTION ITSELF 

The intervention should start and finish at the scheduled times that the vendor has agreed on. 

For critical machines: 

 If a down time was agreed and the intervention requires additional down time, the 
vendor should contact the SysAdmin in charge of the ticket during working hours or the 
piquet outside working hours. 

- If it is possible to keep the machine down, the vendor continues the intervention. 
Go back to beginning of part 3. 

- If the machine needs to be started up, the vendor should ask to schedule 
another down time. Go back to beginning of part 2. 

 At the end of the intervention, the machine should be up and running. If not the 
SysAdmin responsible of the machine should be told. 

After every single intervention: 

 Unless specific cases (e.g.: intervention requiring an O/S reinstallation by the 
SysAdmin), at the end of every intervention, the machine should be up and running. If 
not the SysAdmin responsible of the intervention should be told. 

 The vendor must fill-in the electronic intervention report in Service Now. 

4. FIRMWARE REVISIONS AND BIOS VERSIONS 

In order to standardize the configuration of systems hosted in the computer centre, the 
vendor should make sure that replacement parts are provided with firmware, diskware and BIOS 
versions that are similar to versions present on other machines from the same delivery. 

The BIOS settings for different manufacturers are required to be set up when the machine is 
delivered in a consistent and appropriate fashion. This is one of the requirements detailed in the 
CERN technical specifications when machines are ordered. In the event of a motherboard repair, 
the hardware maintenance technician is responsible to ensure that the settings are the CERN 
ones.  

How the BIOS settings are done through the setup menu and the exact settings for each 
option vary between boards. The overall guidelines for the settings are as follows.  

Parameter Description Setting

Quiet Boot  Determines if messages are shown during the boot process  Set to show 
messages  

Power loss 
control  

If a machine loses power, should it reboot automatically when 
the power is restored. This option is available so that spikes and 
bouncing power do not damage power supplies when the power 

has not yet become stable  

Set to not 
reboot  

Hyper Intels Hyperthreading provides multiple processing streams  Set to Off  



Threading 
Technology  

Console 
Redirect  Send the console output to the serial port  Should be set 

On  
Console Com 
Port Address  Which port to use for the console  COM A  

Console Baud 
Rate  Data rate on console  9600  

Console Type What type of terminal  VT100  
Console flow 

control  Flow control  None  

Boot Order  The order to search the devices when finding a boot image  

Removable 
Devices 

CD 
NIC 1 
NIC 2 

Hard Drive  


